Risk Criteria Guidelines

	Project Risk Evaluation Guidelines
	The framework presented herein is to be used to assess potential risks associated with a solicitation.  Each State department is in the best position to identify unique risk characteristics influencing their purchases and programs and should, therefore, augment the framework by assessing other known characteristics as appropriate. A department’s assessment is to reflect the risk involved, and should include, but not be limited to, impacts to and from the environment, legislation, budget, industry and customization.  

Mission Critical – How is this solicitation critical to the success of your department’s mission, program or project? Is the purchase connected to public safety and/or welfare? Is the proposed purchase a highly visible, politically-sensitive project or issue?  

Value – What are the estimated initial and overall, life-cycle costs and value of the project? 

Risk – What degree of jeopardy is there to the State’s finances, functions or resources and are the potential losses measurable? 

Impact – To what degree will the project affect internal and external environments?  Are there any legal, political and regulatory issues to consider?

Complexity – What level of skills, knowledge, abilities and capacity are needed for the life of the purchase?  To what degree is customization expected?


	Project Risk Explanation
	Departments are to rate the individual characteristics in the framework and any known unique risks as high, medium and low.  An overall rating of high, medium or low should then be assigned to the entire solicitation.  Departments are to submit documentation of the risk analysis and rationale for the selection of appropriate risk protection for each solicitation as specified, to the DGS-PD Deputy Director or his/her designee for written approval.  Should a department determine that the protections identified below do not meet the needs of a particular transaction, it must contact DGS-PD to determine appropriate means to address its needs.


	Risk Protections
	Reminder: There has been no change to the requirement for a minimum 10% withhold, and departments are to continue to ensure that contracts providing for progress payments under Public Contract Code section 12112 include at least a 10% withhold.


Continued on next page

Risk Criteria Guidelines, Continued
	Risk Protections (continued)
	The methods of risk protection appropriate for each level of risk include:
Projects Rated High 


A) If progress payments are provided, a 10% withhold and either: 
1) Performance bond for 30-50% procurement value
2) Letter of credit for 1.5 – 2.0 times the value of the project


B) If progress payments are not provided, one or more of the following protections should be considered:

1) Withhold of at least 10% for each accepted deliverable
2) Letter of credit

3) Performance bond

4) Protection in the form of contract terms (which may include liquidated damages, etc.)

5) Any other form of security or guaranty of performance in an amount and method sufficient to protect the State in case of default by the contractor, or any other breach or malfunction or the IT goods and services.

Projects Rated Medium


C) If progress payments are provided, a 10% withhold and either: 
1) Performance bond for 20-30% procurement value
2) Letter of credit for 1.0 – 1.5 times the value of the project

D) If progress payments are not provided, one or more of the following protections should be considered:

1) Withhold of at least 10% for each accepted deliverable
2) Letter of credit

3) Performance bond

4) Protection in the form of contract terms (which may include liquidated damages, etc.)

5) Any other form of security or guaranty of performance in an amount and method sufficient to protect the State in case of default by the contractor, or any other breach or malfunction or the IT goods and services.

Projects Rated Low 

Depending on the particular solicitation, departments may use progress payments with 10% withholds, or any other appropriate protections.
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