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MEMORANDUM 

Date: June 18, 2015 File No. 4169 

To: Jim Butler, Deputy Director 
Procurement Division 
707 3

rd 
Street, 2nd Floor 

West Sacramento, CA 95605 

From: Department of General Services 

Office of Audit Services 

Subject: AUDIT OF THE RELIABILITY OF PROCUREMENT DATA EXPORTED 
FROM BIDSYNC (ePROCUREMENT) 

This report presents the results of our audit of the reliability of procurement data exported to the 
Procurement Division (PD) from the state's eProcurement system administered by BidSync, 
LLC (BidSync). The eProcurement system is the web-based portal for the California State 
Contracts Register (CSCR), the State Contract and Procurement Registration System 
(SCPRS), the online Small Business (SB) and Disabled Veteran Business Enterprise (DVBE) 
query system and the listing of statewide Leveraged Procurement Agreements. At the time of 
our review, the state was transitioning to a new statewide financial data system called the 
Financial Information System of California (Fl$Cal), which contains a procurement component 
that will replace the BidSync administered system. Our audit was conducted in accordance with 
the International Standards for the Professional Practice of Internal Auditing 1. 

1 Per the referenced audit standards, an external quality assurance review is due to verify OAS' compliance with the 
standards. Therefore, OAS is not in full compliance with the standards pending the completion of an external 
assessment. 

In a recent report2
, 

2 California State Auditor Report 2013-115, dated February 18, 2014. 

the California State Auditor (State Auditor) expressed concerns that the 
Department of General Services (DGS) lacked the ability to obtain a complete and accurate 
copy of the state's procurement data - as currently maintained in the eProcurement data 
system - prior to the end of the contract term with BidSync in September 20153

. 

3 At the time of the State Auditor's report, the contract's expiration date was September 30, 2014. Subsequently, 
the contract term was extended to September 30, 2015. 

In February 
2014, PD finished exporting from BidSync the state's procurement data dating back to the 2009 
calendar year. Subsequently, DGS' Office of Audit Services (OAS) was tasked with reviewing 
the accuracy and completeness of the data. 

The objective of our audit was to review PD's and BidSync's procurement data export process 
to ensure that it resulted in a reliable copy of the data being transferred to the state. Our 
testing primarily involved evaluating the accuracy and completeness of data elements exported 
for the four primary categories of eProcurement maintained information: (1) the Bid category, 
which contains solicitation data; (2) the Purchase Order category, which contains all SCPRS' 
data fields; (3) the BIS (Business Information System) category, which is the SB and DVBE 
certification data base; and, (4) the BIS Form Data category, which is the data contained in a 
SB and/or DVBE certification application. 
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Our  review of the procurement data export process primari ly i nvolved determ in ing whether 
sufflcfent po l icies and procedures have been imp lemented to p rovide reasonable assurance 
that the data fo r the sampled categories i s  being accurately and completely exported to the 
state. Reasonab le  assurance is p rovided when  cost-effective actions are taken to restrict 
deviations to a tole rab le level . 

Overa l l ,  we conc luded that PD and BidSync have establ ished an adequate and effective data 
export p rocess which ensures that a rel i able copy of eProcurement data is being transferred to 
the state by B idSync. The data export process includes sufficient policies and p rocedures that 
p rovi de  reasonab le assurance that the data for the sampled categories is being accurate ly and 
com pletely exported to the state , 

As d iscussed under the Review Results section  of th is report, we identified a couple of areas for 
improvement with in the Purchase Order  category of eProcurem ent exported data. Specifi cal ly, 
we determined that ( 1 ) i naccurate data was often be ing exported to the state regard ing a 
transacti on 's purchase date; and ,  (2 ) i n  some instances, the suppl ier number assigned to a 
transaction  cou ld  not be matched to exported vendor i nformation .  Therefore , complete 
i nformation  was not avai lable to a l low the identification of the name of the suppl ier awarded the 
procurement. Prior to issuance of our report, Bid Sync took corrective action to address the first 
issue regard ing the accu rate record i ng of the purchase date . The second issue regard ing the 
iden tification of the name of the supplier awarded a procurement is sti l l  outstand ing . However, 
PD has com mitted to addressing th is issue. We wi l l  continue to mon itor this issue unt i l  
resolution . 

BACKGROUND 

In June  2008, DGS entered into a contract with BidSync4 

4 At the time of the orig inal contract , BidSync's lega l  business name was RFP Depot, LLC. 

to provide DGS with a web-based 
procurement solution that would se rve as the state's centra l ized electron ic purchasing system -
the eProcurement system . The eProcurement system,  adm inistered by BidSync and overseen 
by PD, went l ive i n  March 2009 .  At the time of our review, the state was transition ing to a new 
statewide financia l  data system cal led Fl$Ca l ,  which contains a procurement component that 
wil l replace the BidSync administered system. 

The eProcurement system is the web"based porta l fo r the CSCR, SCPRS , the on llne SB and 
DVBE query system and the l isting of statewide  Leveraged Procurement Agreements . Among 
other th i ngs, eProcurement a l lows state agencies to sol ic it p roposals/q uotes for plan ned 
p rocurements , identify SB and DVBE certified businesses and reg ister contract awards . The 
terms of DGS'  contract with BidSync provide that the state shal l  have separate and 
independent ownership of al l  data provided and generated under the agreement with the data 
being de l ivered to the state upon request. By the time of contract completion5 , 

5 In September 20 1 4 ,  the contract's expi ration date was amended to September 30,  201 5 .  

BidSync is to 
de l iver a l l  data to the state i n  a compatible format that is su itable for transit ion back to the state 
o r  to a platform of the state's choice . 

I n  b rief, du ring the 201 3 calendar year, PD and BidSync began working on developing a 
p rocess that provides for a copy of eProcurement historical data to be transferred to the state . 
U lt imately, twenty categories of eProcurem ent maintained i nformation (see Objective and 
Scope ) ,  with numerous data elements , were identified for export to the state . I n  February 201 4, 
PD finished exporti ng from BidSync the state's procurement data dat ing back to the 2009 
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calendar year. Procurement data appl icable to each subsequent month has also been 
periodica lly, usua l ly  month ly, exported from BidSync to the state . 

I n  a recent report6 , 

6 
California State Auditor Report 20 1 3-1 1 5, dated February 1 8 , 201 4 .  

the State Aud itor expressed concerns that DGS lacked the ab i l ity to obta in a 
complete and accurate copy of the state's procurement data - as cu rrent ly ma intained i n  the 
eProcurement data system - prior to the end of the contract term with B idSync. However, the 
State Aud itor a lso recogn ized that ,  as of January 20 1 4, DGS and BidSync were taking steps fo r 
the state to obta in the data . I n  part, the State Aud itor recommended that DGS take a l l  
necessary steps to ensure that i t  can extract a rel iable copy of al l  of  the state's p rocurement 
data from BidSync, incl ud ing test ing that the data it obtains is accurate and complete .  
Subsequently, OAS was tasked with reviewing the accu racy and completeness of the data . 

OBJ ECTIVE AND SCOPE 

The objective of  our audit was to review PD's and BidSync's procurement data export process 
to ensure that i t  resulted in a rel iable copy of the data being transferred to the state . Upon 
completing a pre l im inary survey of the data export process, we selected four categories of 
eProcurement mainta ined and exported i nformat ion for in-depth testin g .  The four categories 
were: ( 1 ) the Bid category, which conta ins sol ic itation data; (2) the Purchase Order category, 
wh ich contains al l  SCPRS' data fields ;  (3 ) the B IS  category, which is the SB and DVBE 
certification data base; and ,  (4) the B IS  Form Data category, wh ich is the data conta i ned i n a 
SB and/or DVBE certification application .  Du ring our tests of  the Purchase Order category, we 
a lso performed l im ited testing of the Vendor category, which conta ins vendor contact 
information.  Our in-depth testi ng primari ly  involved evaluat ing the accuracy and completeness 
of data elements exported for the four categories . 

I n  our opin ion ,  the fou r  categories noted above , p lus the Vendor category, represent the 
primary categories of eProcurement maintained and exported information and ,  therefore , were 
selected for in-depth testi ng .  The remaining 1 5  categories of i nformation exported to the state 
a re as fol lows : 

• Aud i t  - Tracks changes to b id codes and department names . 
• Bi l l ing Batch CSCR - CSCR's b i l l ing file tables. 
• B i l l i ng Batch SCPRS - SCPRS' bi l l i ng file tables . 
• Bi l l ing· Rules - Rules for b i l l i ng . 
• Contract - PD contract data fields. 
• Credit Approval Fee Data - Bi l l ing cred it request approval data fie l d .  
• Department - List of depa rtments . 
• Location - Add itional locations for suppl iers . 
• Progress Payments - Progress payments data fields. 
• Requisition - Al l  requisition data fields . 
• Role - The d ifferent user roles and permissions a l lowed with in the system .  
• User - User names and contact information . 
• Workflow Group - Workflow approva l set-up . 
• Workflow Routing Code - Selection of flags for workflow approval rout ing . 
• Workflow Rule - Workflow rules. 

The specific data elements to be transferred to the state in each of the fou r  categories selected 
for in-depth testing are conta ined in a December 201 3 report entit l ed BidSync Source Data 
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Export Facility7. 

7 This document d efines the functional ity, data elements and technical approach for the export of data to the state 
by B idSync. 

For example ,  the Bid category has a total of 48 data elements that are to be 
transferred to the state . Th is  includes information identifying the department name, bid 
number ,  bid start and end  dates,  title or item description ,  and budget amount. 

METHODOLOGY 

To determ ine  the accuracy and completeness of the data elements exported to the state, we 
conducted the fol l owing aud it activitfes : 

• reviewed p racti ces for the transfer of data by BidSync to the state; 

• in te rviewed PD staff assigned to the data transfer process ; 

• observed the data transfer  process; 

• tested a sample of transactions from BidSync (eProcurement system) to the exported data 
system 8; 

8 Where app l icable, the stop-or-go statistica l sampl ing method was used for our tests. However, due to the natu re 
of some of the data , non-statistical judgment sampling was a lso used for some tests. I n  most instances, interval 

• tested a sample of transactions from the exported data system to BidSync8 

sampl ing was used in selecting a transaction ( record) for testing.  

(eProcurement 
system) ;  and ,  

• performed other tests as deemed necessary. 

The fol lowing i nformation was developed based on our fieldwork that was primari ly conducted 
du ri ng the months of Apri l 20 1 4  th rough January 201 5. 

REVIEW RE SUL TS 

Overa l l , we concl uded that PD and BidSync have established an adequate and effective . data 
export process wh ich ensures that a rel iable copy of eProcurement data is being transferred to 
the state by B idSync. The data export process includes sufficient pol i cies and procedures that 
provide reasonable assura nce that the data for the sampled categories is being accurately and 
complete ly exported to the state. 

The fol lowing sectio ns p rovide information on our exam ination of four categories of 
eProcurement mainta ined data exported to the state and selected for in-depth testing. The four  
categories a re : ( 1 ) the B id  category; (2) the  Purchase Order category; (3 )  the B IS category; 
and,  (4) the B IS  Form Data category.  Our in-depth testing primarily i nvolved evaluating the 
accu racy and comp leteness of data elements exported for the fou r  categories. 

Although we concluded that an  adequate and effective data export process has been 
implemented , we identif ied a couple of areas fo r improvement within the Purchase Order 
category. As d iscussed be low, we dete rmined that ( 1 ) i naccurate data was often being 
exported to the state regarding a transaction 's purchase date; and ,  (2) i n  some instances ,  the 
supp l ie r number assi gned to a transaction cou ld not be matched to exported vendor 
i nformation . Therefo re , complete i nformation was not avai lable to al low the identifica tion of the 
name of the suppl ier awarded the procurement. Prior to issuance of ou r  report, BidSync took 
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corrective action to address the first issue regard ing the accurate record i ng  of the purchase 
date . The second issue regard ing the identificat ion of the name of the suppl ier awarded a 
procurement is sti l l  outstand ing .  However, PD has committed to addressing that issue .  

• Bid Category - our sample tests of the Bid category, wh ich conta ins sol lcitation data , 
d isclosed that accurate and complete data is being exported to the state .  Specifica l ly, our 
review of a sample of 300 transactions , each containing a specific set of data on an 
individual bid , d id not d isclose any s ign ificant d iscrepanc ies between B idSync 
(eProcurement) data and the copy of the data exported to the state. The sample tests 
covered the period of January 20 1 0  through  June 201 4. 

To determine the accuracy and completeness of the export process, we selected 1 50 
transactions from the BidSync system and traced them to the data export fi l es .  Further, we 
selected 1 50 transact ions from the data export fi les and traced them to the BidSync system . 
As part of our testing ,  we verified that fie lds for a l l  48 data e lements9 

9 The data elements were identified from a December 201 3 report entitled BidSync Source Data Exporl Facility. 

existed fo r the 
transactions ·with i n  the exported data . We a lso verified the accuracy of the fol lowing key 
data elements: department name,  bid n umber, b id start and end dates, titl!'3 or item 
description , and budget amount . 

• Purchase Order Category - overal l , we concluded that accurate and complete data is 
being exforted to the state within the Purchase Order category, which contains al l  
SCPRS' 1 

1 0  SCPRS was developed as a contract tracking system to provide a centralized database of state contracting and 
purchasing transactions. All purchase documents valued over $5,000 shall be registered in SCPRS .  

data fields. However, based on the resu lts of our sample tests , we identified two 
areas of concern . First, we determ ined that inaccurate data was often be ing exported to the 
state regarding a transaction's pu rchase date. Specifical ly, our review of a sample of 400 
transactions, each conta i n ing a specific set of data on a procurement transaction , d isclosed 
that the purchase date recorded in BidSync (eProcurement) often d iffered from the 
purchase date recorded i n  the copy of the data exported to th e state . For 202 of 400 
(50 .5%) sampled transactions, the purchase date in the exported database reflected the 
date the transaction  was entered into SCPRS (Created On date fie ld)  and not the actua l  
date of the procurement (Purchase Date field) .  

After we brought th is issue to i ts attention , PD d iscussed it with Bid Sync which agreed that a 
defect existed i n  the export process. Consequently, B idSync took correct ive act ion to 
ensure that the purchase date was accurately recorded in the exported d atabase .  I n  
January 201 5, we retested a number of our orig inal ly reviewed transactions and verified that 
they now accurately conta ined a transaction's purchase date . 

I n  add ition , we noted that the Purchase Order category did not have a data e lement fo r 
suppl ier name wh ich was available in BidSync (eProcurement) . The exported data only 
identifies a num ber for the supplier awarded the procu rement, instead  of the supp l ier's 
name. To identify the suppl ier name, we were advised that the supp l ier  number shou ld be 
used as reference to vendor data contained in the Vendor category of exported data, wh ich 
conta ins vendor contact information 1 1 . 

1 1  We verified that fields for a l l  14 data elements (See Footnote 9) existed for the transactions within the exported 
data for the Vendor category. 

Since the name of th e suppl ier is obviously relevant information fo r a transaction , we had 
concerns as to the completeness of the exported transaction data from BidSync 
(eProcurement) .  Therefore, we performed tests to determ ine if the suppl ier name for a 
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specifi c transaction cou ld be identified in the vendor contact information database . We 
determined that the supplier number contained in the p urchase order  exported data did not 
always match a supplier/vendor number contained i n  the . vendor exported data. 
Specifi ca l ly, ou r  sample tests of 5 1  transacti ons d isclosed 7 ( 1 4%) instances where we 
cou ld not match the suppl ier number assigned to the transaction to the exported vendor 
info rmation .  Therefore, we could not identify the supplier awarded the procurement. 

I n  brief, the suppl iers that could not be located were primarily ."Quick Add" vendors, which 
are assigned a temporary suppl ier number. Quick Add vendors requ ire further research 
p rior to locking the vendor and ass igned number in the preferred suppl ier l ist Apparently, 
the vendors for the seven sampled transactions never were researched and revised to 
refl ect a fi nal locked in vendor num ber. Therefore, the supplier name could not be located 
inthe exported vendor contact i nformation database .  

. 

. 

. 

At the time of our review, we were advised by PD that it was committed to address ing this 
issue and i s  studyi ng the best course of action to take to resolve i t ,  incl ud ing add ing the 
suppl ier name to the Purchase Order category of data extracted from BidSync 
(eProcu rement) .  Cu rrently , BidSync and PD staff are focused on F l$Cal related duties, 
which is impacting the assign ing of staff to address this issue . We wi l l  continue to monitor 
th is issue unti l resolution .  

To  dete rm ine the accu racy and  completeness of the export p rocess , we selected 200 
transacti ons from the BidSync system and traced them to the data export fi les .  Further, we 
se lected 200 transactions from the data export fi les and traced them to the BidSync system .  
The sample tests covered the period of  January 20 1 0  through September 20 1 3. As part of 
our testi ng , we verified that fie lds  for al l  96 data elements 12 

1 2 
The data elements were identified from a December 20 1 3  report entitled BidSync Source Data Export Facility. 

existed for the transactions 
with i n  the exported d ata. We also verified the accuracy of a number of key data elements 
i nc lud ing :  order number, pu rchase date , acquisition method ,  g rand total and item name . 

• BIS Category - our sample tests of the B IS  category, which is the SB and DVBE 
certification data base ,  d isclosed that accurate and complete data is being exported to the 
state . Specifical ly, our review of a sample of 1 00 transactions, each contai ning a specific 
set of data on a SB and/o r DVBE's certification ,  did not d isclose any s ignificant 
d iscrepancies between BidSync (eProcu rement) data and the copy of the data exported to 
the state . Approximate ly 8 1 , 000 SB/DVBE suppl iers (the g reat majority inactive) were 
shown i n  the data export fi les as created prior to July 201 4. 

To dete rm ine the accu racy and comp leteness of the export process, we selected 50 
transactions from the BidSync system and traced them to the data export fi les. Further, we 
selected 50 transactions from the data export files and traced them to the BidSync system . 
As part of our testi ng , we verified that fields for al l  5 1  data e lements 1 2  
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existed for the 
transactions with in the exported data . We a lso verified the accuracy of a number of key 
data e lements i nclud ing :  legal business name , address, keywords ,  FE IN ,  certification type ,  
certification status (denied ,  expired , etc . ) ,  active/inactive status and  expiration date .  

• BIS Form Data Category - our sample tests of the B IS  Form Data category, which is the 
data contained in a SB and/o r  DVBE certif ication  appl ication ,  d isclosed that accurate and 
com plete data is being exported to the state.  Specifically, our  review of a sample of 1 00 
transactions ,  each conta in ing a specific set of data on a SB  and/or DVBE's certification 
app l ication ,  did not d isclose any s ignificant d iscrepancies between B idSync (eProcurement) 
data and the copy of the data exported to the state. Approximately 1 50, 000 SB/DVBE 
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certificat ion app l ication records were shown i n  the data export f i les as created p rior to J u ly 
20 1 4 . 

To determ ine the accuracy and completeness of the export process ,  we selected 50 
transactions from the B idSync system and traced them to the data export fi les . Further ,  we 
selected 50 transact ions from the data export fi les and traced them to the BidSync system .  

1 3 As  part of our testi ng , we verified that fie lds for a l l  64  data e lements 

1 3  
The data elements were identified from a December 20 1 3  report entitled BidSync Source Data Export Facility. 

existed for the 
transactions with i n  the exported data . We a lso verifi ed the accuracy of the fol lowing key 
data elements :  l ega l  business name ,  ma i l i ng  add ress ,  keywords ,  F E I N  and certification 
type(s ) . 

CONCLUSION 

Although  we concluded that PD and B idSync have establ ished an  adequate and effective data 
export process , addit ional action needs to be taken to ensure that the suppl ier awarded a 
procurement is identified by name in the exported database 

1 4 . 

1 4 
See Page 5 and 6 of this report for a detai led d iscussion of th is  issue .  

Consequently ,  a corrective 
act ion p lan should be developed that inc l udes a timel ine fo r address ing th is issue prior to the 
end of the contract term with BidSync (September 30 ,  201 5) .  

Management should be aware that contro ls  cannot p revent a l l  problems because they would 
not be cost-effective . Moreover ,  the effect iveness of control s changes over time. L im itations 
which may h inder the effectiveness of an  otherwise adeq uate system of controls inc lude 
resource constrai nts ,  faulty judgments , un intentiona l errors, ci rcumvention by col l us ion ,  and 
management overrides . The p resence of these l imitations may not always be detected by an  
audit . 

We greatly appreciated the cooperat ion and assistance provided by PD's personnel .  

I f  you need further i nformation or assistance on th is report, please contact me at (91 6 )  376-
5058. 

RICK G I LLAM , CPA, C IA 
Chief, Office of Aud it Services 

Staff: Ol iv ia Haug 
Lucy Wong 
Victo ria LaTour 

cc: Esteban Almanza , Acti ng D i recto r, DGS 
Kim Agusti n ,  Supervisor, I ntake and Analysis Un it, PD 
Renee Alexander, Fl$Ca l Department Liaison ,  Pol icy, Tra i n ing and Customer Service 
Branch, PD 




